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[bookmark: _Toc360782872][bookmark: _Toc388262627]About This Document 
The Maritime Safety, Security, and Environmental Reporting (MSSER) functional standard leverages the National Maritime Domain Awareness (MDA) Architecture Plan and the National Information Exchange Model (NIEM) - Maritime domain – exchange models to describe a process for sharing maritime information.  To provide the appropriate level of detail and technical specificity to the full spectrum of readers, the document is divided into multiple sections.  They include:
Executive Summary
The Executive Summary is for senior leaders who want an overview of the functional standard.  It summarizes major concepts and business processes.
Maritime Exchange Model
The Maritime Exchange Model describes the development and contruct of the NIEM exchange model used by the functional standard.
Exchange Process
The Data Management Process describes the information exchange process implemented through the functional standard.  This section includes use cases, sequence diagrams, and a description of the metadata and security attributes.
Implementation
The Implementation section describes how the functional standard will be implemented.
Appendices
The Appendices are a collection of documents which are relevant to, but not otherwise included in, the functional standard.  Each appendix represents the state of the technology, process or definition at the time this document was published.
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[bookmark: _Toc388262628]Executive Summary 

“It is a national priority to efficiently, effectively, and appropriately share and safeguard information so any authorized individual (Federal, state, local, tribal, territorial, private sector or foreign partner) can prevent harm to the American people and protect national security.  The Strategy points toward a future in which information support national security decision-making by providing the right information, at any time, to any authorized user, restricted only by law or policy, not technology; and where safeguarding measures, to include a comprehensive regimen of accountability, prevent the misuse of the information.”[footnoteRef:2] [2:  National Strategy for Information Sharing and Safeguarding, December 2012, Vision Statement] 


This passage from the National Strategy for Information Sharing and Safeguarding (the National Strategy) establishes the National vision for information sharing.  The National Strategy goes on to outline the goals, principles and objectives required to achieve that vision while describing the obligations, challenges and promise of information sharing.
Information sharing is a mandated activity that directly affects National Security.  However, information sharing efforts continue to be impeded by technical, legal, and policy concerns.   Leveraging the approved[footnoteRef:3] processes, practices and exchange models described in the National Maritime Domain Awareness (MDA) Architecture Plan and the National Information Exchange Model – Maritime Domain (NIEM-M), the Maritime Safety, Security, and Environmental Reporting (MSSER) maritime functional standard describes a practical implementation of maritime information sharing with a focus on maritime “Of Interest” information. [3:  Approved by the Maritime Domain Awareness Executive Steering Committee (MDA ESC).  The MDA ESC derives its authority from the National MDA Plan and has representation from the Departments’ of Defense, Transportation, Homeland Security and the Director of National Intelligence.] 

Information sharing is a complex endeavor.  The first step in any information sharing activity is to define the mission being supported and the specific information to be shared.  The NIEM-M Levels of Awareness (LOA) exchange model defines the information required to support the identification and reporting on maritime “Of Interest” objects and activities.  “Of Interest” can be any object or activity that affects or impacts national safety, security or environmental interests.
Ensuring information is secure and only available to authorize users is a necessary part of any information sharing activity.  Utilizing common access attributes, metadata, and system security certificates, the Maritime Information Sharing Environment (MISE)[footnoteRef:4] provides a secure, managed, information sharing capability. [4:  The MISE is described in the National MDA Architecture Plan.  Visit mda.gov for full details.] 

The MSSER maritime functional standard does not mandate participation in any maritime information sharing activity.  However, when the obligation of a department or agency to provide maritime information to mission partners is realized or the mission need to consume information provided by others arises, the MSSER maritime functional standard describes a common, mission focused exchange process to enable standardized, routine and secure maritime information sharing.
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[bookmark: _Toc388262629]A Maritime Functional Standard
[bookmark: _Toc388262630]Purpose
The Maritime Safety, Security and Environmental Reporting (MSSER) functional standard defines the exchange model, exchange process and security attributes used to share maritime information between United States maritime partners and establish a starting point for maritime sharing throughout the broader Global Maritime Community of Interest (GMCOI).
[bookmark: _Toc388262631]Scope
While maritime information sharing could include a vast array of maritime topics or interest, the MSSER scope is confined to the information required to support the identification and reporting on maritime “Of Interest” objects and activities.  “Of Interest” can be any object or activity that affects or impacts national safety, security or environmental interests.
[bookmark: _Toc388262632]Top-Level Business Process
The MSSER maritime functional standard does not mandate participation in any maritime information sharing activity.  However, when the obligation of a department or agency to provide maritime information to mission partners is realized or the mission need to consume information provided by others arises, the MSSER maritime functional standard describes a common, mission focused exchange process to enable standardized, routine and secure maritime information sharing.
Any system that published data must do so using a NIEM-maritime conformant message.  Specifically, the NIEM-Maritime Levels of Awareness (LOA) model.  

[image: ]
[bookmark: _Toc388262633]Sections of the Document
Information Exchange Model
Information Exchange Model introduces the National Information Exchange Model (NIEM) program and the development of NIEM conformant maritime exchange models.  This section identifies the components of an exchange model and the model development process. 
Data Management Process
Data Management Process describes how the functional processes of an exchange happen.  This section describes the components of data security, process use cases and sequence diagrams.
Implementation
Implementation is an overview and practical implementation of a Maritime Information Sharing Environment as described in the National MDA Architecture Plan.
[bookmark: _Toc388262634]Suporting Plans and Policies
1. National Maritime Domain Awareness (MDA) Architecture Plan [image: ]
1. National Information Exchange Model (NIEM),  Maritime Domain 
1. Global Federated Identity and Privilege Management (GFIPM) [image: ]
National Strategy for Information Sharing and Safeguarding[image: ]
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[bookmark: _Toc388262635]Maritime Exchange Model
1. [bookmark: _Toc388262636]Introduction
The first of the core principles outlined in the National Strategy is Information as a National Asset.  While information must be safeguarded, it must first be made available.  Each data provider has legal, contractual or policy reasons that may prevent some of the data they maintain or process from being shared.  However; the products of their analytical and management process may have broader releasability.  It’s the obligation of those with data products to make those products discoverable and sharable.  The idea of Information as a National Asset can be realized through national information products.   
[bookmark: _Toc388262637]Defineing Exchange Models
[bookmark: OLE_LINK1][bookmark: OLE_LINK2]The exchange components and artifacts required for the MSSER are developed and defined using the National Information Exchange Model (NIEM).  NIEM is an XML-based information exchange framework for sharing data between partners with like missions or information needs.  NIEM is made up on MIEM Core elements and multiple functional areas called domains.  The NIEM Maritime domain has developed exchange models using reusable components called Business Information Exchange Components (BIEC).
NIEM exchange models are published as Information Exchange Package Documents (IEPD).  Each IEPD contains the artifacts required to define the XML model.  The IEPD is registered in the NIEM IEPD clearinghouse and available to mission partners.
The MSSER exchange model is defined in the Levels Of Awareness (LOA) IEPD.
[bookmark: _Toc388262638]Exchange Models and Data Straegies
Within the NIEM Maritime domain, the BEICs are designed to provide reusable components for IEPD development.  Additionally, the when the BIEDs were developed, now the data was to be used or shared was taken to account.  Each BIEC, or additional IEPD block, has primary and secondary data designation.  The idea is to aid implementer in determining
[bookmark: _Toc388262639]Logical Model Description

[image: ]
Discussion about format: next level to the right or below, underlined or not
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[bookmark: _Toc388262640]Logical Exchange Model 
[bookmark: _Toc388262641] Full Model 
Figure X is a BIEC level graphical representation of the logical data model for LOA data.  An LOA record is defined through multiple BIEC models and a LOA specific block, LOA Indicator.   Record Metadata, Figure X, provides security and record management information.
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CDC Cargo description paragraph
[image: W:\Projects\NIEM\xMind Files\V2.4\Images\CDCCargo.jpg]
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[bookmark: _Toc388262643]Crew Nationality Count
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[image: W:\Projects\NIEM\xMind Files\V2.5\V2.5 Images\Movement.jpg]
	Common Name
	Description
	Occ.
	Type

	Date Time
	
	
	

	Ship and Cargo Type
	
	
	

	Course
	
	
	

	Destination
	
	
	

	ETA
	
	
	

	Heading
	
	
	

	Navigation Status
	
	
	

	Speed
	
	
	


[bookmark: _Toc388262647]Non Crew Nationality Count
[image: W:\Projects\NIEM\xMind Files\V2.5\V2.5 Images\Non Crew Nationality Count.jpg]
	Common Name
	Description
	Occ.
	Type

	Nationality
	
	
	

	Quantity
	
	
	


[bookmark: _Toc388262648]Position
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[bookmark: _Toc388262649]Vessel Characteristics
[image: W:\Projects\NIEM\xMind Files\V2.5\V2.5 Images\Vessel Characteristics.jpg]
	Common Name
	Description
	Occ.
	Type

	Beam
	A measure of the beam (breadth) of a vessel
	0..1
	

	Classification Society
	A name of a classification society for a vessel
	0..1
	string

	Deck Configuration
	A deck configuration of a vessel
	0..1
	string

	Double-Hull?
	
	
	

	Ice Classification
	
	
	

	Length
	A measure of the overall length of a vessel
	0..1
	measure

	Picture URL
	A URL of an image of a vessel
	0..1
	uri
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	Common Name
	Description
	Occ.
	Type

	Activity History
	A summary of activities of note in which a vessel has participated
	0..1
	string

	Incident History
	A summary of activities of note in which crew or passengers have participated. Examples include illegal or suspicious activities on the part of the passengers and, if applicable, vessels on which the passenger has previously traveled, vessels on which the passenger regularly traveled or travels, etc.
	0..1
	string

	Violation History
	A summary of illegal activities in which the vessel has participated during the previous 5 years
	0..1
	string

	Of Interest History
	A summary of instances a vessel was reported as an “Of Interest” vessel.
	0..1
	string


[bookmark: _Toc388262651]
Vessel Information
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[bookmark: _Toc388262653]Request Model
Figure X is a graphical representation of the request use case for LOA data.  LOA records can be requested by the subjects in the yellow boxes with specific selection criteria.  Each is bound by a temporal component (start/stop date/time) and filtered by Record Metadata.  
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 Figure 1: NIEM LOA Request Model

Sample Request String
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[bookmark: _Toc388262654]Data Management Process
1. [bookmark: _Toc388262655]Introduction
Successful information sharing is the result of operational, information and technological understanding achieved through a well-defined and routinely implemented process. 
[bookmark: _Toc388262656]Security and Metadata
To enable sharing and integration across organizational boundaries, information providers must be assured that shared information is protected with access granted only to those parties authorized to access the information in accordance with applicable laws and regulations.  A combination of common access attributes, trusted systems defined in a trust fabric document and structured metadata area used create an assured information sharing environment.
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Figure 2: NIEM Maritime Record Metadata
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Figure 3: NIEM Maritime Record Metadata
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An information sharing process can be as simple as a direct, single service that required no interaction and doesn’t change.  However, frequently the exchange process includes user interaction.  An understanding of that interaction and the associated data for each step is required before the exchange service can be established.   This sequence diagram is an example of a process that could be used with MSSER.
[image: ]
Figure 4: Sample Sequence Diagram
[image: ]In this example, a user draws a box area a desired area on a geospatial display.  The geospatial coordinates are sent from the trusted system, via a previously defined request message format, to the information service.  The information service returns a summary message for each of the vessels in the geospatial box.  
The returned information is displayed on the user display.
[image: ]
If the user clicks on a specific vessel, a “baseball card” of the summary information is displayed.
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If the user clicks on the vessel again, the specific vessel identification information is sent from the trusted system, via a previously defined request message format, to the information service.  The information service returns a full message for the vessel identified.  The returned information is displayed on the user display.



This sequence depicts a possible process, many others could be defined.  The important point is that a process is defined for the service.
Informtaion Sharing Use Cases
[bookmark: _Toc388262658]Automated Publish
Vessel information for an existing vessel is updated in the Local/Regional System. The Local/Regional System sends the updated information to the National System.
[image: ]
[bookmark: _Toc388262659]Automated Consume
The National System is updated with “of interest” data, either designating something “of interest” or updating an existing “of interest” item.  The Local/Regional System, which periodically queries the National System, retrieves the new/updated “of interest” data upon the next scheduled query to the National System, based on the geospatial or other parameters that define the area of responsibility for  the Local/Regional System. 
[image: ]
[bookmark: _Toc388262660]User Drive Query
User queries the Local/Regional System using the vessel name and/or vessel ID for a vessel that doesn’t exist in the Local/Regional System.  The Local/Regional System sends a request for information to the National System.  The National System returns corresponding vessel information to the Local/Regional System.
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[bookmark: _Toc388262662]Implementation
1. [bookmark: _Toc388262663]Introduction
[bookmark: _Toc388262664]MDA Architecture Plan
The National Maritime Domain Awareness Architecture Plan describes how maritime information providers may share and protect their information within the MISE.  The Global Maritime Community of Interest (GMCOI) is broad and includes federal, state, local, tribal, and international partners.  Maritime information must be integrated and shared across the GMCOI to gain an effective understanding of the maritime domain.  The Architecture Plan is a solution to mitigate and manage gaps between the different information sharing systems and user requirements.
Being mindful of the principles identified in the National Strategy, the objectives in the MDA CONOPS and with full understanding that each participating agency has its own operational constraints; the MISE defines an operational and technical framework that enables information sharing by leveraging existing programs and systems to the greatest extent possible.  Agencies and organizations with maritime interests have their own requirements, authorities, information infrastructures, and resources.  The MISE accounts for each of those constraints and defines a service oriented architectural approach that allows participation while protecting individual information and resources.  Data and analytical products are shared via common data standards with access controls that enable data providers to manage sharing as defined by their respective authorities or regulations.
[bookmark: _Toc388262665]MISE
The Maritime Information Sharing Environment, MISE, is the main body of the Architecture Plan.  MISE is the term that embodies the participants and functions described in the Architecture Plan.  The MISE consists of:
· Trusted systems and their users
· Information Sharing Infrastructure
· NIEM data standards
· Security Attributes for Entitlement Management
[image: ]
[bookmark: _Toc348679158][bookmark: _Toc352754232]Figure 5: Maritime Information Sharing Environment

[bookmark: _Toc388262666]Implementation Practices
Information sharing has become the common thread to success and mission accomplishment for agencies and organizations across all levels of government (federal, state, local, and tribal) as well as the private sector.  While it’s understood information sharing benefits National Security, sharing efforts continue to be impeded by technical, legal, or policy concerns.  The Architecture Plan defines a low cost, technical solution that is easily implemented.  The Architecture Plan also puts mechanisms in place to manage legal and policy concerns.  The uniqueness and benefit of the Architecture Plan is that it allows agencies and organizations to utilize their own requirements, authorities, information infrastructures, and resources.  
It is not feasible to develop an environment to accommodate specific concerns of every agency; however, the MISE supports sharing and management of the majority of unclassified maritime information.  Having this common central hub for unclassified maritime information that the Nation collects and processes will support and improve National Maritime Security.
[bookmark: _Toc388262667]Automatic Scope Definitions
Example: Scope created during a named storm


[image: C:\Users\EAMDA\Downloads\MISE_Logo_FINAL.png]Implementation

Appendices

Type and List Definitions


[image: C:\Users\EAMDA\Downloads\MISE_Logo_FINAL.png]Appendices

A-1   
Appendix A
Type and List Definition

1. Fixing Type
Description of fixing type
AIS reported type:
0 =?Undefined (default); 
1 = GPS,
2 = GLONASS, 
3 = combined GPS/GLONASS, 
4 = Loran-C, 
5 = Chayka,
6 = integrated navigation system, 
7 = surveyed; 
8 = Galileo,
9-15 = not used
We (ie: OPNAV, ONI, other) have added other 21-28 choices: 
21 = AIS
22 = Terrestrial RADAR
23 = Overhead RADAR
24 = Multi-Int Fusion Product
25 = VMS (27-28 March 2014 meeting listed “VMS” as possible “Reporting Type” vice “Fixing Type”)
26 = Visual
27 = ELINT
28 = Commercial Source

Reporting Type
Description of reporting type
1 = GCCS
2 = ZED
3 = MAST
4 = MSSIS
5 = SHARC
6 = DIRNSA
7 = PACOM
8 = USJ-nnn
9 = MGO Analyst
0 = IESS
1 = AQ UADOR
2 = USCG
3 = SWAT
4 = GALE
5 = ONI Seaport
6 = MSCDB/ND
67 = VMS

Navigational Status
AIS reported navigational status
0 = under way using engine, 
1 = at anchor,
2 = not under command, 
3 = restricted maneuverability, 
4 = constrained by her draught, 
5 = moored, 
6 = aground, 
7 = engaged in fishing, 
8 = under way sailing, 
9 = reserved for future amendment of navigational status for ships carrying DG, HS, or MP, or IMO hazard or pollutant category C, high speed craft (HSC), 
10 = reserved for future amendment of navigational status for ships carrying dangerous goods (DG), harmful substances (HS) or marine pollutants (MP), or IMO hazard or pollutant category A, wing in ground (WIG); 
11 = power-driven vessel towing astern (regional use); 
12 = power-driven vessel pushing ahead or towing alongside (regional use);
13 = reserved for future use,
14 = AIS-SART (active), MOB-AIS, EPIRB-AIS
15 = undefined = default (also used by AIS-SART, MOB-AIS and EPIRB-AIS under test)

Vessel Classification
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Barge
Bulk Carrier
Fishing Vessel
General Dry Cargo Ship
Miscellaneous Vessel
Offshore
Passenger Ship
Recreational
Refrigerated Cargo Ship
Research Ship
Ro-Ro Cargo Ship
School Ship
Tank Ship
Towing Vessel
Warship


Vessel Type
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Aircraft (while navigating) 
Amphibious Vessel
Attraction Vessel
Balloon Support Vessel
Barge Carrier (e.g. LASH)
Bulk Liquefied Gas Barge
Bulk Liquid Cargo (Tank)
Barge
Buoy/Lighthouse Tender
Cable Layer
Cable laying Vessel
Cement Carrier
Charter Fishing Vessel
Combination Carrier (e.g. OBO)
Commercial Dive Support Vessel
Container Barge
Container Ship
Crew Boat
Cruise Ship Launch/Tender
Cutter/Dredger
Cutter/Dredger Barge
Deck Barge
Diving Vessel (Recreational) 
Dry Cargo Barge
Drydock, Floating
Excursion/Tour Vessel
Factory Ship (other than fishing)
Ferry
Firefighting Vessel
Fish Catching Vessel
Fishing
Fishing Catching/Processing Vessel
Fishing Support Vessel
Floating Production Storage Offloading Vessel
Floating Production System
Floating Storage Offloading Vessel
Gaming Vessel
General
Harbor Cruise Vessel
Heavy Load Carrier
Hospital Ship
Ice Breaker
Incinerator Vessel
Industrial Barge
Integrated Tug and Barge
LASH/SEABEE Barge
Law Enforcement (Non-military)
Lift Boat
Livestock Carrier
Living Quarters
Military Survey Vessel
MODU
Motor Propelled Vessels
Ocean Cruise Vessel
Oceanographic
Offshore Supply Vessel
Oil Recovery Vessel
Orbital Launch Vessel
Ore Carrier
Pallets Carrier
Parasailing Vessel
Party/Head Boat (other than fish)
Passenger Barge
Patrol Vessel
Permanently Moored Vessel
Pilot Vessel
Pipe laying
Primitive Build
Radio Ship
Repair Vessel
Rescue/Standby Vessel
Research
River Cruise Vessel
Ro-Ro/Container
Sailing Vessel
Salvage Vessel
Seabed Mining Vessel
Search and Rescue Vessel
Seismographic
Ship Structure
Small Watercraft
Special Purpose Ship
Submersible
Supply Vessel (not OSV)
Vehicle Carrier
Water Taxi
Waterskiing Vessel
Woodchips Carrier
Work Boat
Work Float
Work Platform



Vessel Sub-Type

[image: C:\Users\EAMDA\Downloads\MISE_Logo_FINAL.png]Appendix A

Anhydrous Ammonia
Anhydrous Ammonia Barge
Asphalt, Bitumen Tank Ship
Bandit Rigged
Boom Deployment
Bucket
Bulk Liquid
Bulk/Container Carrier
Bulk/Oil
Business Office
Cabin Cruiser
Canal
Canoe
Casino
Catamaran
Chemical Tank Ship
Chlorine Barge
Coastwise
Container
Convertible
Covered Dry Bulk
Covered General Cargo
Crew Boat
Crude & Products Tank Ship
Crude Oil Tank Ship
Cutter Suction
Day Sailer
Derrick/Crane Barge
Diving
Dredger
Drill ships
Dry Bulk
DUKW-Truck
Ferry
Fish Carrier
Fish Factory Ship
Fishing Tender
Flat Deck Barge
Fleeting
Fuel Barge
Fully submersible 
Gaming Barge
General
General Cargo/Container 
General Catcher/Processor
Gill-netter
Go-Fast
Grab Hopper
Grain/Oil
Hand Harvest, Non-Dive Collecting
Hand Line
Harbor
Harpooner
High Performance
Hook and Line
Hopper
Hotel
Houseboat
Hydra-Terra 
Inland
Jackups
Jet Barge
Jig Boat
Kayak
Ketch
Lancha
LARC
LASH Carrier
Linehaul
Liquid Chemical Cargo Barge
LNG
Locking River
Longliner
Longliner/Processor
Low-Profile Vessel
LPG
MIDUs
Motor sailer
Multi-rig
Museum
Non Ro-Ro 
Non Ro-Ro Ferry 
Non-Flammable Liquid Cargo Barge
Oceans
Oil & Chemical Tank Ship
Oil Cargo Barge
Oil Products Tank Ship
Oil Storage
Oil Transport
Open Dry Bulk
Open General Cargo
Ore/Bulk/Oil
Ore/Oil
Other
Passenger Barge
Passenger/RORO Barge
Personal Watercraft 
Pipe laying Barge
Pontoon Barge
Pot/Trap
Prison Barge
Replica
Restaurant
Roll-on Roll-off
Rowboat
Runabout
Sailing Dinghy
Salvage Barge
Scalloper
Schooner
Seiner, Side Chute
Seiner, Stern Chute
Self-Discharging
Semisubmersibles
Semisubmersibles (glass bottom/sides) 
Shipshape
Shrimper
Skimmer
Sloop
Spar
Sport Fisher
Spud Barge
STALWART 
Submersibles
Suction
Suction/Hopper
Surf board
Tank Barge
Tension Leg Platform
Theater/Showboat
TLP
Trailing Suction
Trawler, Other
Trawler, Pair
Trawler, Side
Trawler, Stern
Trawler/Processor
Trimaran
Troller
Trolley Boat 
Whaler
Wind Surfer
Work Platform
WWII DUKW-Fleet 
WWII DUKW-Stretch 
Yacht, Luxury
Yacht, Trawler Type
Yawl
YOLA


[bookmark: _GoBack]IC-ISM Markings

1.	US Classification Markings 
2.	Non-US Protective Markings
3.	Joint Classification Markings
4.	Sensitive Compartmented Information (SCI) Control System Markings
5.	Special Access Program (SAP) Markings 
6.	Atomic Energy Act (AEA) Information Markings
7.	Foreign Government Information (FGI) Markings
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